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Requirements

Use of secure
cryptographic

algorithms

Micro-probing,
protection from
physical attacks such
as side-channel

attacks

falsification &
malicious code

injection

« Data tampering

» Data breach

Solutions

ECC 256
AES 128
SHA 256

Equipped with PUF-
based physical
protection and

defense solution

Requirements

Blocking device
duplication and illegal

access

Device F/W security

enhanced

Strengthen network

security

Reliable Root of Trust

Dataless

Solutions

Certification

Secure boot / secure

update

Communication data
security (data integrity,
data encryption)

Secure storage

Inborn ID




r---e User Authentication, Device Authentication

Server / Service End

Knowledge based Auth, Biometrics based Auth,

Prossession based Authentication
Devece Key Pair Generation from Inbarn ID o
Certificate Generation and Protection

Multi Factor Authentication

Data Protection Algorithm Protection

» Block illegal Access

----# Secure Communication
Data Encryption, Data Intefrity TLS Crypto Algarithm
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e Secure Storage

Device Key, Seed Key, Certificate
Secure User Data Including Password,
Mgmt Data, Bio Data
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Protect Data from
Hacking Safely store Private Data
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Keys, Certificates, Crypto

Accelerators

Key and certificate generation by
H/W block in Cloneproof Secure ID-
based security chip, Crypto
algorithm supported by H/W

® Firmware Protection

Secure Boot, Secure Update Crypto Algorithm(EDCSA, SHA256)
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Prevent Device FW Modification Malware Infection

Secure Inborn ID

Provides a service platform using
UUID Secure Inborn ID such as
non-replicable fingerprints based

on Chip's unique HW characteristics

Protect Communication Data
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Secure Storage

Secure data storage through secure
storage encrypted based on
physical security key (key,

certificate, user data)



